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1
Decision/action requested

For Information.
2
Information
ETSI SAGE / 3GPP SA3 1st joint conference call on 256-bit topics
When: 
· 16 Sep 2020, 15:00 – 17:00 CEST
Scope: 
· SAGE LSes related to 256-bit topics
Participants:
· To be provided from gotomeeting 
Agenda:
1. Opening at 15:00 CEST
2. Main topics
2.1 256 bit algorithm candidates (S3‑201540)
Introduction by VF
QC: Conclusion of difference being big enough between AES and Snow V based on theoretical analysis, or on practical constraints as well, such as vulnerabilities in implementation, e.g. in processor instruction.
VF/SAGE: based on current best knowledge, prediction on future cryptoanalysis, only bits of S-box is being used.
E//: components used in very different ways, especially effects of round functions on the ciphers. Evaluation result not available in time, but will be circulated. Implementation regarding side channel attacks difficult to control. 
E///: operators should care about algorithm performance in data centers. Dedicated crypto HW decreases flexibility and increases cost. Slow algorithms in SW requires more CPUs and therefore increases cost.
E//: what should be the future in terms of virtualization, high speed, future proofing.
QC: Implementation is important, so if there is common hardware, then only one algorithm may be sufficient? Whether underlying hardware in virtualization will support acceleration is open.
E//: in 3GPP new thread on 128bit algorithms is possible, but now look at 256bit algorithm
QC: separate issue of virtualization and the 256bit algorithm.
E//: There could be an algorithm that solves both.
VF: does  reusing an algorithm mean reusing all of the algorithm, would that apply to snow 3G 256 as well?
QC: if it were similar to ZUC256 or AES256 (longer key, new key schedule and more rounds), then hopefully hardware could be reused.
VF: especially the integrity algorithms will have to change
QC: would be good if SAGE would offer a Snow 3G 256 version, so we could compare.
QC: do we need two 256bit algorithms
VF:  should have two algorithms as cryptographic principle
QC: maybe we can wait until the 256bit algorithm breaks
VF: look at long term security, also for competing with other  technology. A5/3, which did not change key length still took a very long time to deploy.
Chair: QC: ask for reasonable detailed specific Snow 3G 256 to evaluate 
E//, VF: performance in virtualized environment very important
Chair: question to SA3 to discuss whether second 256bit algorithm is required.
E//: there could still be time between specification and mandating it
VF: could task SAGE to specify 256 bit versions for all existing algorithms
VF: request LS from SA3 on a working design of snow 3G 256. (AP on Tim, VF)
Chair: what is the potential for side channel attacks (and commonalities between the algorithms regarding these) especially on shared hardware -> evaluation report
2.2 Observations and questions on 256-bit security goals (S3‑201542)
VF/SAGE presents
VF: points out the issue with multi-target attacks
Apple: Longer IV would be better from security point of view, protocol impact unclear. Need to understand better.
VF: look at other sources of entropy.
E//: should Sage consider parametrized algorithm, to enable longer outputs
VF/SAGE: may provide this flexibility as default in algorithm design.
2.3 Observations on ZUC-256 (S3‑201541)
VF/SAGE presents
Question to SA3 delegates: what to do if the open issues by SAGE can not be clarified
CATT: information on ZUC256, answer is being prepared to be sent to SAGE, looking forward to conf call with SAGE. 
Chair: ZUC design team / SAGE conf call to be set up (AP: Steve / Hui)
2.4 Use of 256-bit block Rijndael in Milenage-256 (S3-201544)
VF/SAGE presents
Thales: no standard for Rijndael implementation, 256bit AES not broken, accelerators for AES exist, more memory consumption
STM: same view as Thales, hardware is not ready, best choice for now for 256 bit security, is AES with 256bit key
Idemia: agree with Thales, STM, most hardware component with AES accelerator in smart cards, only complete AES can be executed
E//: no problems from implementation point of view, position based on cleaner design. 
G+D: same opinion as Thales
VF: how important is speed for Milenage, is an AES accelerator required
Idemia: reuse of hardware and security mechanisms possible for AES
STM: speed is not really an issue. 
VF: Rijndael 256-256 is much cleaner design
Thales: AES implantation is hardened already against various side channel attacks, fault attacks, etc., guidelines exist.
DCM: does any protocol depend on block size of Milenage? 
SAGE: 128-bit block size allows TMTO attacks against long term key. (128 bit security rather than possible 192 bit security)
Sage: will take the above consideration.
2.5 LS on resynchronizations S3-201543
VF/SAGE presents
Idemia: should we wait until 256bit is concluded?
VF: Would require a variant of all authentication algorithms. So if Milenage 256 is designed, then prefer to do it properly once.
E//: SAGE should not wait on conclusion for resync attack, as that conclusion may take time.
QC: if decision is taken, normative stage would be fast. Difficult to predict time of conclusion. 
VF: need to look at alternative without reengineering Milenage
Apple: Are the timelines for PDCP / authentication algorithms the same?
VF: would be natural.
2.6 Next steps – potentially another joint conf call 
Another conference call would help, timing tbd.
3. Closing at 17:00 CEST
